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ANVL-BGP-AS4- | Setup Verification
1.1
Setup Verification Tests
MUST Bring up BGP4 Connection using 4-Qctet AS capapbiility
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂgigsgao“i Ubﬂgttg;esao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- | RFC4893 Section 3 Page 2 "Protocol Extensions"
2.1
Pr ot ocol Extensions
MUST The Capability that is used by a BGP speaker to convey to its BGP
peer the 4-octet Autononpus System number capability, also carries
the 4-octet Autononmous System nunber of the speaker in the Capability
Value field of the Capability Optional Paraneter.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubgg:g;gg"“ Ubﬂ;‘:;‘;fao‘“
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- RFC4893 Section 3 Page 2 "Protocol Extensions"
2.2
Prot ocol Extensions
MUST The Capability Length field of the Capability is set to 4.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬁ;‘:gsisaoft Ubﬂgttgsgao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- RFC4893 Section 3 Page 2 "Protocol Extensions"
2.3
Prot ocol Extensions
MUST NEW BGP speakers carry AS path infornation expressed in terns of
4-octet Autononous Systems nunbers by using the existing AS_PATH
attribute, except that each AS nunber in this attribute is encoded
not as a 2-octet, but as a 4-octet entity.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg{g;gao‘*i Ubﬂgltgsiaom
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- RFC4893 Section 3 Page 2 "Protocol Extensions"
2.4
Prot ocol Extensions
MUST The same applies to the AGGREGATOR attribute - NEW BGP speakers
use the sane attribute, except that the AS carried in this attribute
is encoded as a 4-octet entity.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬁ;‘:gsisaoft ”bﬂglggif‘“
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- RFC4893 Section 3 Page 2 "Protocol Extensions"
25 Note: Here we check for the flags only
MUST Prot ocol Extensions
To preserve AS path information with 4-octet AS numbers across OLD
BGP speakers, this docunent defines a new AS path attribute, called
AS4_PATH. This is an optional transitive attribute that contains the
AS path encoded with 4-octet AS nunbers.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg;lﬁgs%sao“i Ubﬂg;gs%esao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- | RFC4893 Section 3 Page 2 "Protocol Extensions"
2.6 Note: Here we check for the value in the field
MUST Prot ocol Extensions
To preserve AS path information with 4-octet AS nunmbers across OLD
BGP speakers, this docunment defines a new AS path attribute, called
AS4_PATH. This is an optional transitive attribute that contains the
AS path encoded with 4-octet AS nunbers.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg{:g{eaao‘li Ubﬂggsgdo‘k
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass

ANVL-BGP-AS4-
2.7

MUST

RFC4893 Section 3 Page 3 "Protocol Extensions"
Note: Here we check the attribute flags

Prot ocol Extensions
Simlarly, this docunent defines a new aggregator attribute called

AS4_AGCGREGATOR, which is optional transitive.

Ubuntu 18.04:
untested

Debian 12: untested

Debian 12:
untested

Debian 12:
untested

Debian 12:
untested

ANVL-BGP-AS4-
2.8

MUST

RFC4893 Section 3 Page 3 "Protocol Extensions"
Note: Here we check the attribute value

Ubuntu 18.04:
untested

Prot ocol Extensions
Simlarly, this docunent defines a new aggregator attribute called

AS4_AGGREGATOR, which is optional transitive.

FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu ”ﬁ”,,”,{:stif‘“ Ubﬂ;{‘ggﬁf“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- RFC4893 Section 3 Page 3 "Protocol Extensions"
29
Prot ocol Extensions
MUST We denote this special AS number as AS TRANS for ease of description
in the rest of this specification. This AS nunber is also placed
in the "My Autononpus Systen! field of the OPEN nessage origi nated
by a NEW BGP speaker, if the speaker does not have a (globally unique)
2-octet AS nunber.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg:gsigao“i Ubﬂg;gsisao“:
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- | RFC4893 Section 4.1 Page 3 "Interaction Between NEW BGP Speakers"
3.1 Note: For AS4_PATH attribute
SHOULD Interacti on Bet ween NEW BGP Speakers
The new attributes, AS4_PATH and AS4_AGCREGATCOR SHOULD NOT be carried
in the UPDATE nessages between NEW BGP peers.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂz::;egao“i Ubag}gsisao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- RFC4893, Sect. 4.1, Page 3, Interaction Between NEW BGP Speakers
3.2 Note: For AS4_AGGREGATOR attribute
SHOULD Interaction Between NEW BGP Speakers
The new attributes, AS4_PATH and AS4_AGCREGATOR SHOULD NOT be carried
in the UPDATE nmessages between NEW BGP peers.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂ;‘::;fao‘“ Ubﬂr”nlg;sao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- | NEGATIVE
3.3 RFC4893, Sect. 4.1, Page 3, Interaction Between NEW BGP Speakers
Note: This is for AS4_PATH attribute
SlOICED) Interaction Between NEW BGP Speakers
A NEW BGP speaker that receives the AS4_PATH and AS4_AGGREGATOR
path attributes in an UPDATE nessage from a NEW BGP speaker SHOULD
di scard these path attributes and continue processing
t he UPDATE nessage.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg:lel;sao‘*i Ubﬂgttg;;‘ao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- | NEGATIVE
3.4 RFC4893, Sect. 4.1, Page 3, Interaction Between NEW BGP Speakers
Note: This is for AS4_AGGREGATOR attribute
Slriellip Interacti on Bet ween NEW BGP Speakers
A NEW BGP speaker that receives the AS4_PATH and AS4_AGGREGATOR
path attributes in an UPDATE nessage froma NEW BGP speaker SHOULD
di scard these path attributes and continue processing
t he UPDATE nessage.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg;:g}eﬁao“i Ubarﬂnlg;sao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- | RFC4893 Section 4.2.2 Page 4 "Generating Updates"
4.1
Generating Updates (NEW OLD BGP Speaker)
MUST When communi cating with an OLD BGP speaker, a NEW speaker MJUST send
the AS path information in the AS PATH attri bute encoded with 2-octet
AS nunbers.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubgg:g;g;’* Ubﬂgttg;sao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- | RFC4893 Section 4.2.2 Page 4 "Generating Updates”
4.2 Note: For AS4_PATH attribute

Generating Updates (NEW OLD BGP Speaker)

The NEW speaker MUST al so send the AS path information in the
AS4_PATH attribute (encoded with 4-octet AS nunbers), except

for the case where the entire AS path information is conposed of
2-octet AS nunbers only. |In this case, the NEW speaker SHOULD NOT
send the AS4_PATH attri bute.

MUST

FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂ;:gsisao‘*i Ubﬂgttgsisao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass

ANVL-BGP-AS4- | RFC4893 Section 4.2.2 Page 4 "Generating Updates”

4.3
Gener ating Updates (NEW OLD BGP Speaker)
MUST In the AS PATH attribute encoded with 2-octet AS numnbers, non-mappabl e
4-octet AS nunbers are represented by the well-known 2-octet AS nunber,
AS_TRANS.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬁg::;gao“i Ubﬂ:tt:;esdo“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass

ANVL-BGP-AS4- | RFC4893 Section 4.2.2 Page 4 "Generating Updates”

4.4

Generating Updates (NEW OLD BGP Speaker)
MUST Simlarly, if the NEWspeaker has to send the AGGREGATOR attri bute,
and if the aggregating Autonompous Systeni's AS nunmber is truly 4-octets,
then the speaker constructs the AS4_AGCREGATOR attributes by taking
the attribute length and attribute value fromthe AGGREGATOR attribute
and placing theminto the attribute length and attribute val ue
of the AS4_AGGREGATOR attribute, and sets the AS nunber field
in the existing AGGREGATOR attribute to the reserved AS nunber,

AS_TRANS.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: Ubuntu 18.04:
18.04: pass | 18.04: pass | 18.04: pass LIRS 18.04: pass untested untested
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- | RFC4893 Section 4.2.2 Page 4 "Generating Updates”
4.5
Generating Updates (NEW OLD BGP Speaker)
SHOULD Note that if the AS nunmber is 2-octets only, then the AS4_AGGREGATCOR
attribute SHOULD NOT be sent.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg:gsfao“i Ubﬂg:gsisao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested unpredict
pass pass
ANVL-BGP-AS4- RFC4893 Section 4.2.3 Page 4 "Processing Received Updates"
5.1
Processi ng Recei ved Updates (O.LD- NEW BGP Speaker s)
MUST If the AS4 PATH attribute is also received, both the attributes
will be used to construct the exact AS path information, and
therefore the information carried by both the attributes will be
consi dered for AS path | oop detection.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg:l;s{esao“i Ubﬂgttgsisdo“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- RFC4893, Section 4.2.3 Page 5 "Processing Received Updates"
5.2 Note: This is for testing ignored AS4_PATH attribute
MUST Processi ng Recei ved Updates (OLD- NEW BGP Speaker s)
When both the attributes are received, if the AS number in the
AGGREGATOR attribute is not AS TRANS, then:
- the AS4_AGGREGATOR attribute and the AS4_PATH attri bute SHALL
be i gnored
- the AS PATH attribute SHALL be taken as the AS path information.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu Ubﬂg;lﬁgs%sao“i Ubﬂg;gs%esao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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ANVL-BGP-AS4- RFC4893, Section 4.2.3 Page 5 "Processing Received Updates”
5.3
Processi ng Recei ved Updates (OLD NEW BGP Speakers)
MUST - the AGGREGATOR attribute SHALL be taken as the infornation
about the aggregating node
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu ”“L”,L‘I.‘;;Sa“: “bﬂﬂt‘;ﬁf‘“
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- | RFC4893 Section 4.2.3 Page 5 "Processing Received Updates"
5.4
Processi ng Recei ved Updates (O.LD- NEW BGP Speaker s)

O herw se,
- the AGGREGATOR attribute SHALL be ignored,
- the AS4_AGGREGATOR attribute SHALL be taken as the information

about the aggregating node

MUST

FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu “bﬂﬁiisifa"‘“ Ubﬂgtgsgao‘t
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
ANVL-BGP-AS4- | RFC4893 Section 4.2.3 Page 6 "Processing Received Updates"
585
Processi ng Recei ved Updates (OLD- NEW BGP Speaker s)
MUST If the nunber of AS nunbers in the AS PATH attribute is less than the
nunber of AS numbers in the AS4_PATH attribute, then the AS4_PATH

attribute SHALL be ignored, and the AS PATH attribute SHALL be taken

Ubuntu 18.04: Ubuntu 18.04:
untested untested

as the AS path infornation.

Debian 12: Debian 12: Debian 12: Debian 12: untested
untested untested untested
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ANVL-BGP-AS4- | RFC4893 Section 4.2.3 Page 6 "Processing Received Updates"
5.6
Processi ng Recei ved Updates (OLD NEW BGP Speakers)
MUST If the number of AS numbers in the AS PATH attribute is |arger than
or equal to the number of AS nunmbers in the AS4_PATH attribute, then
the AS path informati on SHALL be constructed by taking as nany AS
nunbers and path segnents as necessary fromthe | eading part of the
AS PATH attribute, and then prepending themto the AS4_PATH attribute
so that the AS path information has an identical nunber of AS nunbers
as the AS _PATH attri bute.
FreeBSD FreeBSD FreeBSD FreeBSD 12.3: FreeBSD FreeBSD FreeBSD
12.3: pass 12.3: pass 12.3: pass pass 12.3: pass 12.3: pass 12.3: pass
Ubuntu Ubuntu Ubuntu Ubuntu 18.04: Ubuntu “*’L‘E!E;SJ"“ Ubagtlgs%sao“i
18.04: pass | 18.04: pass | 18.04: pass pass 18.04: pass
Debian 12: Debian 12: Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested untested
pass pass pass
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